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Computer Fraud and Abuse Act Update

The federa Computer Fraud and
Abuse Act (CFAA) ismogt closdly as-
sociated with criminal prosecutions
brought by the Department of Justice.
But the CFAA aso provides for a civil
cause of action for anyone who suffers
damage or loss because of aviolation of
the gtatute. In light of the expansive
reading that some courts have given to
the law, victimized companies should

The CFAA appliesto all compa-
nies and all computers that are
connected to the Internet.

give consideration to taking the civil
route. A civil lawsuit givesthewronged
party more control and may provide a
quicker fix. By meansof such alawsuit,
the victim can retrieve stolen data, en-
joinillega accessto data, and even get
compensatory damagesfor thetheft and
destruction of data.

The CFAA appliesto all companies
and al computersthat are connected to
the Internet. Potentialy, thereare mul-
tiple, distinct types of violations of the
statute that could support acivil action.
On a recurring issue in such cases—
whether the defendant had authoriza-
tion for his actions—the courtslook at
several factors:
¢ whether the defendant was an agent

of the plaintiff’s, with particular

powers,

» whether an employment contract,
such asmay have been embodiedin
company rules and policies, was
breached; and

» whether the defendant’s use of the
computer exceeded normal use that
was expected by the plaintiff.

Recent Court Decisions

A real estate business was allowed
to proceed with acivil action against a
former employee for violations of the

CFAA. Inviolation of hisemployment
contract, the employee decided to quit
and start acompeting business. Before
he returned the company’s laptop, he
deleted dl of the datain it, including
datathat would have revealed hismis-
conduct. Knowing that “ deleted” files
can beretrieved, he erased theincrimi-
nating data by loading into the laptop
a secure-erasure program.

Continued on page four.

|RS Gets Tough on Deferred Compensation

The much-anticipated and much-
delayed rules from the IRS on the in-
come tax treatment of deferred com-
pensation are now available. At amost
400 pages, the rules are not exactly
light reading for the average taxpayer.
Taxpayers have until the end of 2007
to make any necessary changesto their
deferred compensation plans.

The Interna Revenue Code has spe-
cia tax rules for “ nonquaified” de-
ferred compensation plans. These are
not to be confusedwith* qualified” em-
ployer retirement plans, like a 401(k)
plan, or with bona fide vacetion leave,
sick leave, compensatory time, or dis-
ability pay or death benefit plans. The
new regulations expand the already
broad definition of what congtitutes de-
ferred compensation. Essentidly, aplan
provides for deferred compensation if

an employee has alegally binding right
during a taxable year to compensation
that has not been actualy or construc-
tively received and included in gross
income, and that is, or may be, payable
under the plan in alater year.

The impetus for the new rules was
agrowing concern that someindividu-
als were deferring money over which
they still had control, and which they
could receive basically whenever they
wanted it. The memories are still fresh
of top Enron executives cashing out
their deferred compensation early and
leaving the company financially floun-
dering. In a nutshell, the new rules
accomplish the following:
¢ limittheflexibility for thetiming of

elections to defer compensation;

Continued on page four.
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Excluded Heirs May Still Inherit

When Elizabeth was born out of
wedlock in the 1950s, shewas adopted
soon afterwards by another family. As
a young adult, she located her birth
mother and formed along-lasting rela-
tionship with her. Elizabeth aso dis-
covered that, through her mother, she
was related to the beneficiaries of a
large fortune. Two multimillion dollar
trusts had been established to provide
income to Elizabeth’s mother during
her lifetime. The remaining principal
was to go to her “ descendants,” ac-
cording to onetrust, and to “ each then
living child of hers,” according to the
other trust.

Your estate planning documents
should be reviewed with a pro-
fessional onaregular basisand
kept current with your life
changes.

Following along battle, acourt has
found that Elizabethisentitled to share
in the fortune, notwithstanding the ar-
gument by her mother’s other heirs
that she was not her mother’s“ child”
or “ descendant” because she had been
adopted out of the family. Looking at
the applicable state law when thetrusts
were created, the court determined
that, at such times, nonmarital children
could be included as descendants or
children of their biological parentsfor
purposes of inheritance. There also
was an overarching congtitutiona is-
sue, assome courtshaveheld that treat-
ing children born out of a marriage
differently from marital children is a
denia of equal protection of the law.

In Elizabeth’s case, theissuewould
have been more clear-cut in her favor
had the trust instruments smply in-
cluded her as a beneficiary, either by
more inclusive language or by using
her name. Of course, up to apoint, the

creator of atrust or will hasleeway in
deciding which of his or her children
toinclude as beneficiaries. But the law
has been known to step in on behal f of
childrento achieveameasureof justice
and fairness.

A casein point, which hasyet to play
out to a resolution, concerns the estate
of AnnaNicoleSmith. Inherwill, Smith
left al of her estate, which could be
greatly enhanced by many millions of
dollars from her late husband’s assets,
to her son. Only months before both
Smith and her son died, she gave birth
to a daughter. Whether the omission of
any future children from Smith’s will
was intentional or merely adrafting er-
ror, it is probable that Smith’s daughter
will inherit the estate.

Under the* omitted child” doctrine
followed by amajority of courts, when

a parent has a will and then has chil-
dren, those children are treated as if
they were born prior to the will, and
they are afforded the sametreatment as
any other siblings. If, for whatever rea-
son, the Smith estate passes outside of
the will, the daughter still will likely
receive the estate.

Update Y our Estate
Planning Documents

Your estate planning documents
should bereviewed with aprofessional
on aregular basisand kept current with
your life changes. Birth, death, mar-
riage, and divorce are but a few life
changes that can significantly affect
your estate planning. Don’t wait until
it's too late to revise your plans to
reflect your wishesand circumstances.

“ARM” Borrowers Bewarel

After a period in which eigibility
criteriafor prospectiveborrowerswere
stretched to the breaking point, the
chickens are coming home to roost in
what is sometimes euphemistically
called the* subprime” homemortgage
market. Millions of hew homeowners
who got an adjustable-rate mortgage
(ARM) withtermsthat they could han-
dleinthe early years now face sharply
higher payments as the interest rates
arereset at higher levels.

While it may be human nature to
want to lay low and take cover when
the financial strains mount and you
begin to make late payments or miss
them dtogether, the better courseisto
be up front about your situation—first,
with a legitimate housing counselor,
and then with the lender. Communica
tion isthefirst essential step in climb-
ing out of the hole.

Foreclosure occurs when the bor-
rower defaults on the loan and the
lender assertsitsright to sell the home
to raise money to pay the borrower’s
debt. It isan outcometo be avoided by
theborrower if at al possible. Not only
is it an obvious setback to lose one's
home, but the negative ramificationsof
aforeclosure reach far into the future.
A foreclosure likely will wreak havoc
with your credit rating, and it could
also create an impediment to getting a
job or insurance.

Among other things, a legitimate
housing counselor can offer adviceand
assistance on avoiding foreclosure.
The emphasis should be on “legiti-
mate,” because, unfortunately, there
are many credit-repair scam artists out
there preying on people who can least

Continued on page three.



Can You Trademark a Flavor?

When a pharmaceutical company
filed an application with the U.S. Pat-
ent and Trademark Office (PTO) for a
trademark for the orangeflavor usedin
its antidepressant tablets, it was trying
to break new ground. Certainly, there
are precedents for trademarks apart
from the traditional forms consisting
of words and logos. There are trade-
marks derived from the use of certain
colors—think of the familiar pink fi-
berglass insulation or an orange home
improvement store. There are even
some trademarks associated with cer-
tain smellsand sounds, such assewing
thread with a flora fragrance, straw-
berry-scented lubricants, and the fa
miliar chimes used by one of the major
television networks. But the attempt to
trademark a flavor ran into obstacles
that the company was unable to sur-
mount.

Federal trademark law broadly de-
fines a “ trademark” as any word,
name, symbol, or device, or any com-
bination thereof, that identifies and
distinguishes the goods of a person
from those of another and indicatesits
source. Still, according to the PTO,
there were two basic problems with
attempting to trademark an orange-fla-
vored medicine. First, the orange fla-
vor did not serve asasourceidentifier,
asit did not identify or distinguish the
goods of the applicant from the prod-
ucts of others.

Orange flavoring is a common ad-
ditive in orally administered medi-
cines. Theidea, whichisnot new, isto
make the drug more palatable, thereby
increasing patient compliance. In the
language of trademark law, the appli-
cant could not show that the public
associated the orange flavor with the
applicant’ sproduct to such an extent as
to show distinctiveness or “ secondary
meaning.”

Second, it is basic trademark law
that acharacteristic of aproduct cannot
result in atrademark when it servesan
essential functional purpose for the
product. An example is the use of a
color to make a product more visible.
The rationae for this “ functionality”
doctrine is the goal of maintaining a
balance between trademark law and
patent law. Trademark law isintended
to promote competition by protecting

Federal trademark law broadly
defines a “ trademark” as any
word, name, symbol, or device,
or any combination thereof, that
identifies and distinguishes the
goods of a person from those of
another.

acompany’ sreputation, butitisnot the
purpose of trademark law to diminish
competition by allowing a producer of
aproduct to seize control of aparticu-
larly functional product feature. A
business should apply for a patent, not
atrademark, if its goal is to monopo-
lize a new product design or function
for alimited time.

In the case of the orange-flavored
pill, theflavor wasall about function. At
leastindirectly, theflavor madethedrug
work better, because it increased pa
tients' willingness and ability to take it
as prescribed. The company’s own
websitewas part of theevidenceweigh-
ing against the application. It touted the
fact that the* pleasant orangetaste” im-
proved theefficacy of themedication by
masking theinherent bitternessfoundin
many therapeutic agents.

Apart from the particular applica
tion before it, the PTO expressed
doubtsasto how any particular taste or
flavor could acquire the status of a
trademark. Unlike color, smell, and
sound, a consumer generally has no
access to a product’s flavor prior to
purchasing the product. As aresult, it
is difficult to fathom how aflavor can
serve as a source identifier, a least in
the classic sense, given the definition
of atrademark as something that iden-
tifies and distinguishes goods and that
lets the consumer know their source.

“ARM” Borrowers
Continued from page two.

afford to beripped off. Consumerscan
steer clear of such outfitsby consulting
alist of reputable housing counselors
that is maintained by the federa De-
partment of Housing and Urban Devel -
opment. The advice should be either
free or at alow cost.

As for communication with the
lender itself, do not give in to any
temptation to ignore the lender’ s tele-
phone calls or to toss its letters. Bor-
rowers under stress may be surprised
to learn that prompt and forthright
communications with the lender could
open the way to refinancing or restruc-
turing theloan with termsthat are more
manageable and that will alow the
borrower to stay inthe home. After all,
the lender, no less than the borrower,
hasaninterestin seeing that theloanis
paid off, one way or another. In the
bargain, you just may get to keep the
home of your dreams.

Actual resolution of legal issues depends upon many factors, including variations of facts and state laws. This newsletter is not
intended to provide legal advice on specific subjects, but rather to provideinsight into legal developments and issues. Thereader
should always consult with legal counsel before taking action on matters covered by this newdetter.




“Hours of Service’ Under the FMLA

To be digible for leave under the
federal Family and Medical Leave Act
(FMLA), an employee must have been
employed by the employer for the pre-
ceding 12 months, and the employee
must have put in at least 1,250 “ hours
of service” duringthat time. Neither the
FMLA nor theFair Labor StandardsAct
(FLSA) defines* hours of service.”

When a hospital determined that a
nurse it employed was about seven
hours short of the 1,250 hours thresh-
old, and therefore denied the nurse
FMLA leave in connection with her
surgery for carpal tunnel syndrome,
the circumstances required a federal
appellate court to construe the proper
meaning of “ hours of service.”

Both sides agreed that, in terms of
actua hours spent on thejob, the nurse
cameupjust short of the FM LA thresh-
old. But the factswere not that cut and
dried. Under a“ Weekender” compen-
sation program devised by the hospital
to provide an incentive for nurses to
work undesirable weekend shifts, for
every two-week period during which
the nurse worked 48 weekend hours,
she was paid as if she had worked 68
hours instead. If the hospital had cal-
culated the nurse’s hours in her first
year using the “ bonus hours’ in addi-
tion to the hoursthe nursewas at work,
she would have been eligible for
FMLA leave.

The court upheld the hospital’ s de-
cision and declined to find it liable
under theFMLA. Whilethelegidation
itself provided little guidance for the
court, an FM LA regulation on the sub-
ject of the requirement of 1,250 hours
does state that “[alny accurate ac-
counting of actual hoursworked under
FLSA’s principles may be used.” An-
other regulation states that “ al hours
are hours worked which the employee
is required to give his employer.” In
this case, the court reasoned that the
bonus hours for which the nurse re-
celved extra compensation could not
count as “hours of service” because
shewasnot requiredto“ give” themto

her employer, but rather could spend
that time for her own purposes.
Thenursearguedtonoavail that her
case should have had the same out-
come as another case decided by the
same court, inwhichthe court held that
an employee's “ hours of service” un-
der the FMLA did include some hours
not actually worked. In that case, how-

ever, the employee requested FMLA
leave after successfully suing for
wrongful termination and obtaining a
remedy that included full servicecredit
and back pay for the hours she would
have worked but for the termination.
Thus, the employee could use these
hours that would have been worked in
calculating FMLA digibility.

CFAA

Continued from page one.

All of this, if proven in court, vio-
lated the CFAA as* transmission” of a
program that damaged the computer
(defined to include files in the com-
puter), and as intentionally accessing
the computer without authorization. Al-
though theemployee had not yet eft his
job when he installed the program, by
law any authorization hemight havehad
evaporated as soon as he violated the
duty of loydty to hisemployer.

In another case brought under the
CFAA, atour company secured an in-
junction against acompeting company
run by one of its former employees.
The ex-employee improperly used
confidentia information from his for-
mer employer to enable his new com-
pany to glean pricing data from his
former employer’ swebsite, so that his
new enterprise could effectively un-
dercut those prices.

Although the website was open to
anyone, the unauthorized use of the
confidential information, combined
with the use of a “ scraper” software
program, violated the CFAA. On top
of the injunction, the plaintiff could
recover, as a compensable “ loss’ un-
der the CFAA, thethousandsof dollars
it had paid in computer consultant fees
for diagnostic work after the defend-
ant’s conduct was discovered.

Deferred Compensation
Continued from page one.

e restrict distributions during em-
ployment to fixed dates, certain
changesin control, or extremehard-
ship;

e prohibit acceleration of distribu-
tions of deferred compensation;

e prevent key employees of public
companies from receiving deferred
compensation due to severance
from service until six months after
severance; and

¢ requirethat deferralsof distribution
dates or changesin theform of pay-
ment be made at least one year in
advance of the scheduled distribu-
tion date.

If therulesare not followed, the tax
conseguences are significant. The par-
ticipant is immediately taxed on the
value of the deferred compensation
once it is no longer subject to a sub-
stantia risk of forfeiture. On top of
that, there is a 20% excise tax on the
amount that isincluded asincome. For
good measure, thereis also an interest
penalty. To avoid such ascenario, em-
ployers and employees with deferred
compensation plans should promptly
come up to speed on the new rulesand
get appropriate professiona help with
making sense of, and responding ap-
propriately to, the new IRS rules for
deferred compensation.





